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Australian organisations enter 2026 with a paradox: They lead global benchmarks across nearly every security and
compliance metric, yet that leadership obscures dangerous blind spots. The data shows Australian enterprises
consistently outperforming global averages by 10 to 20 percentage points—in Al controls, supply chain security,
compliance automation, and third-party governance. But “better than average” isn’t the same as “good enough.” When
43% of organisations still lack Al anomaly detection despite being world leaders in Al adoption, the gap between capability
and coverage becomes a strategic liability.

The risk is complacency. Australian organisations have earned their reputation as regional leaders, but leadership
measured against lagging global averages creates false confidence. The attackers, regulators, and competitors shaping
2026 won’t grade on a curve. They’ll exploit the 48% without SBOM coverage, the 74% outside EU Al Act scope with no
pressure to adopt its controls, and the 439% running Al workloads without full technical controls. Relative advantage isn’t
absolute protection.

This regional analysis draws from a survey of security, IT, compliance, and risk leaders globally, with specific breakouts for
Australia. The findings reveal a consistent pattern: Australian organisations outperform on adoption but underperform on
coverage. They implement advanced controls while neglecting foundational hygiene. They automate compliance partially
while leaving critical channels exposed. Five predictions emerge from these patterns—not as criticisms of Australian
performance, but as warnings about the dangers of measuring success against the wrong benchmarks.

Five Predictions for Australia in 2026
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Australia vs. Global: The Leadership Paradox

Capability Global Australia Still Exposed
Al anomaly detection 40% 57% 43%

SBOM management 28% 48% 52%
Automated compliance 43% 57% 43%
Zero-trust software deployment ~35% 52% 48%

Data classification & policy enforcement 43% 30% 70%
Outside EU Al Act scope ~60% 74% 20-30 point deficit

Green = above global average. Yellow = at or below global average, indicating governance gap.

Five Gap-Driven Predictions for Australia in 2026

Prediction #1: Al Adoption Will Outpace Controls, Leaving a Sizeable
Attack Surface

By 2026, Australian organisations will still have large swaths of Al workloads without full anomaly detection or training-
data recovery, despite very high Al adoption rates.

Al Security Capability Global Australia Gap

Al anomaly detection 40% 57% 43% without
Training-data recovery 47% 57% 43% without
Training-data poisoning concern 29% 48% +19 points awareness

The numbers reveal a dangerous asymmetry. Australian organisations are
significantly more aware of Al risks than their global counterparts—48%

cite training-data poisoning as a top concern versus just 29% globally. But
awareness hasn’t translated to coverage. At 57%, Australia leads the world The Paradox
in Alanomaly detection, yet 43% of organisations still operate Al workloads
without this fundamental control. The same pattern holds for training-data Australia leads the world in Al
recovery: world-leading at 57%, yet nearly half remain exposed.

security controls—and still leaves

43% of Al workloads without full
protection. Global leadership isn’t
the same as adequate coverage.

High Al adoption combined with incomplete controls creates exactly

the attack surface adversaries seek. Australian organisations know the
risks—they’ve told us so in the survey data—but knowing and covering are
different things. When Al workloads process sensitive data without anomaly
detection, organisations can’t identify when models behave unexpectedly.
When training data can’t be recovered, organisations can’t diagnose or
remediate Al incidents after they occur.

AUSTRALIA EXECUTIVE SUMMARY 2



Kiteworks

Opportunity
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Australia’s demonstrated capability to push anomaly detection and training- .

data recovery toward 80%+ coverage—not just “better than global.” ; 4

Prediction #2: Third-Party Governance Will Be Skewed—Strong Monitoring,
Weaker Basics

Australian third-party programmes will still show dangerous imbalances: strong on advanced monitoring, weak on
foundational identity and classification hygiene.

Third-Party Control Global Australia
Secure private data exchange 48% 61% (+13 points)
Continuous vendor risk monitoring 35% 52% (+17 points)
Data classification & policy enforcement 43% 30% (-13 points)
External identity & life-cycle management 40% 35% (-5 points)
Kill-switch capability ~20% 22%

Joint incident playbooks 13% 17%

The pattern is striking and counterintuitive. Australia leads on
sophisticated controls—continuous vendor monitoring at 52% (+17 points
vs. global) and secure data exchange at 619 (+13 points)—while trailing

badly on basics. Data classification, the foundational control that makes The Ga p

all other policies enforceable, sits at just 30%—a full 13 points below global

average. External identity management trails by 5 points. Meanwhile, kill- Australia is 13 points BELOW
switch capabilities and joint playbooks remain minority controls. global on data classification—the

foundational control that makes
monitoring meaningful. You
can’t protect what you haven’t
classified.

This creates a governance architecture built on sand. Continuous vendor
monitoring is valuable, but monitoring without proper classification means
you’re watching data you can’t properly categorise. Secure data exchange
without identity life-cycle management means you’re protecting transfers
between accounts you may not fully control. The advanced controls
Australian organisations have invested in are undermined by the basic
controls they’ve neglected.

Opportunity

Balance the portfolio by raising baseline hygiene—data classification and external

identity management—to match Australia’s world-leading monitoring capabilities.
Turn kill-switch capabilities and joint playbooks from minority exceptions into
standard requirements for critical vendors.
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Prediction #3: Supply Chain Controls Will Leave Half the Estate Uncovered—Even

Among Leaders

Most Australian organisations will still not have full SBOM coverage or zero-trust deployment across their software

estate, despite leading global benchmarks.

Supply Chain Control Global Australia Uncovered
SBOM management 28% 48% 52%
Secure SDLC 41% 57% 43%
Third-party code scanning 44% 61% 39%
Zero-trust software deployment ~35% 52% 48%

Australia’s supply chain security numbers are objectively impressive.
SBOM management at 48% is nearly double the 28% global average.
Third-party code scanning at 619% leads global benchmarks by 17

points. Secure SDLC at 57% puts Australia among world leaders. But
the “uncovered” column tells the real story: Even with world-leading
adoption, more than half of Australian organisations lack SBOM
coverage, and nearly half deploy software without zero-trust verification.

In an era of escalating supply chain attacks, “half covered”

isn’t leadership—it’s liability. Software bill of materials without
comprehensive coverage means organisations can’t identify vulnerable
components across their entire estate. Zero-trust deployment at 52%
means 48% still deploy software based on implicit trust that attackers
routinely exploit. The head start is real; the destination isn’t reached.

Opportunity

Leverage Australia’s supply chain maturity to push toward near-complete
coverage. Make SBOM management a procurement requirement.
Establish zero-trust deployment as the default, not an advanced option.

Key Insight

Australia has a head start, not a
finish line. Use that advantage
to drive SBOM and zero-trust
deployment toward 80% to
90% coverage—not just “better
than global.”

Prediction #4: EU Al Act Blind Spot Will Keep Australian Al Governance 20-30 Points

Behind the Emerging Baseline

By 2026, most Australian organisations still won’t be directly pressured by the EU Al Act—and those outside
its scope will continue to trail by 20 to 30 points on critical Al governance controls unless they voluntarily

adopt its standards.

AUSTRALIA EXECUTIVE SUMMARY
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EU Al Act Exposure by Region

Region % Not Impacted Gap Exposure*
Saudi Arabia 86% High
United States 82% High
Australia 74% Moderate-High
United Kingdom 56% Moderate
Germany 45% Lower
France 40% Lower

*“Gap exposure” = how far organisations outside EU Al Act scope trail those under it on key Al controls.

Control Gaps for Organisations Not Impacted by the EU Al Act

Not Impacted: Impacted: %

AEd % NotinPlace  NotinPlace L

Alimpact assessments 74% 41% -33 points
Purpose binding 72% 46% -26 points
Al red-teaming 84% 61% -23 points
Human-in-the-loop controls 48% 26% -22 points
Bias/fairness audits 79% 58% -21 points

Australian organisations sit squarely in the “not impacted” camp—
74% say they are outside EU Al Act scope. Unless they consciously
treat EU Al Act controls as a design target, they risk entering 2026

with no formal Al impact assessments on many high-risk use cases, The Blind Spot

weak or ad hoc purpose binding for models and agents, limited

Al red-teaming and bias/fairness testing, and human-in-the-loop 74%% of Australian organisations
controls applied inconsistently. are outside EU Al Act scope.
The gap is stark. Organisations impacted by the EU Al Act are 33 Without voluntary adoption,
points more likely to have Al impact assessments in place, 26 points they’ll carry a permanent 20-30
more likely to enforce purpose binding, and 22 points more likely point Al governance deficit

to implement human-in-the-loop controls. These aren’t marginal versus competitors building to

differences—they represent fundamentally different approaches that standard.
to Al governance. Australian organisations that wait for domestic
regulation will find themselves permanently behind competitors who
adopted EU Al Act standards as a voluntary baseline.
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Opportunity

Use the EU Al Act as a de facto benchmark now, even where it doesn’t
legally apply. For Australian firms with global operations, EU customers, or
EU-adjacent supply chains, aligning to these controls in 2026 is less about
“European compliance” and more about avoiding a permanent governance
deficit versus competitors who are building to that standard.

Prediction #5: Compliance Automation Will Stall at “Good Enough” Unless
Pushed Further

By 2026, nearly half of Australian organisations will still not have end-to-end automated compliance, relying
instead on partial automation and manual processes.

Compliance Approach Global Australia
Automated/policy-as-code 43% 57% (+14 points)
Continuous/partial automation 32% 30%
Periodic manual 10% 4%

Australia’s compliance automation story is genuinely impressive:
57% policy-as-code adoption versus 43% global, and only 4% still
on periodic manual processes versus 10% globally. But the middle

category reveals the risk: 30% operate with continuous but partial The Risk

automation. Combined with the 4% still manual, that’s 34% of

Australian organisations without end-to-end automated compliance. 857% automation sounds like
“Good enough” automation is the enemy of complete automation. leadership until you realise it
Organisations that have automated most evidence collection often lack leaves 43% of organisations
urgency to automate the remaining high-risk channels—including Al without end-to-end automated
workflows where regulators will increasingly expect continuous proof. compliance—in an era when
The 57% achievement creates complacency that allows the 43% gap to regulators increasingly expect

persist. For organisations operating Al systems, automated workflows, continuous evidence.
and multi-channel data processing, partial automation leaves exactly
the channels that matter most governed by manual processes.

Opportunity

Extend automation from “most” evidence collection to all high-risk

channels and Al workflows. Don’t let global leadership become an excuse
forincomplete coverage. The 43% gap represents the channels where
automation matters most.

AUSTRALIA EXECUTIVE SUMMARY



° 4 y
Klteworks - . Data Security and Compliance Risk: 2026 Forecast Report: Australia
1 ™

Strategic Recommendations for Australian
Organisations

Australia’s position is enviable and dangerous. Enviable because Australian organisations genuinely lead global
benchmarks across security and compliance dimensions. Dangerous because that leadership, measured against
lagging global averages, masks coverage gaps that attackers and regulators won’t ignore. Five priorities emerge for
sustaining advantage while closing the gaps that matter.

1. Measure Against Coverage Targets, Not Global Averages

Stop benchmarking against global averages that reflect where others are failing. Set internal targets based on actual
threat exposure and regulatory expectations: 80%+ Al anomaly detection, 90%+ SBOM coverage, 100% unified
policy for Al channels. “Better than average” isn’t the goal; adequate coverage is.

2. Fix the Third-Party Governance Imbalance

High awareness of third-party Al vendor risk (56% UAE, 48% Saudi) hasn’t translated to controls. Joint playbooks
at 19% and 12%, kill switches at 24% and 16%—these aren’t leadership numbers. Make these controls standard
requirements in Al vendor contracts, especially for government, financial services, and energy. Awareness without
matching controls is documented negligence.

3. Close Al Control Gaps Before Adoption Creates Exposure
43% of Australian organisations lack Al anomaly detection despite world-leading Al adoption. That’s not a gap—

it’s an attack surface. Mandate Al security controls as prerequisites for Al deployment, not afterthoughts. High
adoption without high coverage is high risk.

4. Adopt EU Al Act Standards Voluntarily—Before You’re 30 Points Behind

74% of Australian organisations sit outside EU Al Act scope—but that’s not protection, it’s exposure. Competitors
building to EU Al Act standards will have Al impact assessments, purpose binding, human-in-the-loop controls, and
bias audits that Australian organisations lack. Treat the EU Al Act as a design target now, especially for organisations
with global operations, EU customers, or EU-adjacent supply chains.

5. Push Compliance Automation Past “Good Enough”
57% automation is leadership. 439% without end-to-end automation is liability. Extend policy-as-code and

continuous evidence generation to every high-risk channel, especially Al workflows where regulators will increasingly
expect continuous proof. Don’t let success create complacency.
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The Bottom Line

Australia’s global leadership is real—but leadership measured against lagging benchmarks creates dangerous
complacency. The 43% without Al controls, the 52% without SBOM coverage, the 74% outside EU Al Act

scope with no pressure to match its standards—these aren’t acceptable gaps just because global averages are
worse. Attackers don’t grade on a curve. Regulators don’t award partial credit. The organisations that recognise
Australia’s head start as an opportunity to achieve actual coverage—not just relative advantage—will be positioned
for 2026. Those that celebrate beating averages while leaving half their estate exposed will learn that “better than
global” was never the right benchmark.
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