Kifeworks EXECUTIVE SUMMARY

Data Security The Visibility Challenge:
& comp"ance What You Don’t Know Is
RiSk' 2025 Costing You Millions

An n u a I s u rvey After surveying 461 organizations globally,

Kiteworks’ fourth annual report reveals a

Re po rt troubling reality: Companies that can’t answer

basic questions about their data security face
dramatically worse outcomes than those with
clear visibility into their operations.

The Core Problem

When we asked organizations about fundamental metrics—like their number of third-party relationships or breach
frequency—many simply answered “don’t know.” These organizations showed cascading failures:

42% 48% 36% 20%

higher breach rates than couldn’t tell us what had implemented zero had basic governance
those with clear metrics breaches cost them privacy protections frameworks

The Pattern

Not knowing one critical metric typically means not knowing
several, creating compound vulnerabilities.

Five Critical Discoveries

1. The 1,001-5,000 Partner “Danger Zone”

Organizations managing between 1,001 and 5,000 third-party relationships face disproportionately bad outcomes:
= 249% experience 7+ annual security data breaches (vs. 43% of smaller firms having zero breaches)

= Detection delays: 429% take 31-90 days to discover breaches

= Using our 1-10 risk algorithm scale, they score 5.19—significantly higher risk than organizations with fewer than

500 partners (3.72)

Outtake: These mid-sized ecosystems have grown complex enough to overwhelm manual processes but typically
lack budgets for enterprise-grade automated controls.
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2. Al Governance: More Talk Than Action

While 64% of organizations claim to track Al-generated content, only 17% have implemented actual technical
controls. Among companies that don’t measure their Al data usage at all, 36% use absolutely no privacy-
enhancing technologies.

Reality Check AI
While 33% of executives claim comprehensive Al governance,

independent studies show only 99 have working systems—a threefold
overestimation of capabilities leaves organizations dangerously exposed.

3. Fast Detection Saves Millions

The relationship between detection speed and financial impact is stark:

Annual Breaches Typical Detection Litigation Under $1TM Litigation Over $5M
1-3 incidents Within 7 days 45% of organizations 7%
10+ incidents Over 90 days 12% of organizations 30%

Every day of detection delay compounds both direct costs and business disruption.

4. Advanced Privacy Tools: Proven but Rare

Despite clear benefits, most organizations haven’t adopted modern data privacy technologies (varies based on
organization size, industry, etc.):

= Data Minimization: 43% (most common)
= Zero-Trust Exchange: 319%
= Secure Multi-Party Computation: 35%

= Using none at all: 9% for all respondents; 24% for visibility-challenged organizations

Proven Impact

Organizations implementing 3+ privacy technologies report 67%

faster breach detection and 819% lower litigation costs—yet adoption
remains stubbornly low across all sectors.

5. Confidence Can Be Dangerous

The report’s most counterintuitive discovery reveals that organizations expressing the highest confidence in
their data control capabilities often face worse security outcomes. The “somewhat confident” category—where
43% of organizations reside—shows the highest risk scores at 4.73, creating a dangerous middle ground. These
organizations have implemented enough basic controls to feel secure but lack the comprehensive understanding
that breeds appropriate caution, leading to reduced vigilance and slower adoption of new defenses. Meanwhile,
those acknowledging uncertainty compensate through heightened monitoring and proactive measures, while
highly confident organizations presumably have robust controls justifying their assurance.
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The Paradox
Organizations most confident in their data control

capabilities face 14% higher risk scores than those who
acknowledge uncertainty—suggesting overconfidence
breeds complacency and underinvestment.

L

Your Five-Point Action Plan

1. Establish Data Governance for Tracking and Control

Build governance frameworks that track all data movements—where it goes, who accesses it, and how Al uses it.
Companies with mature governance show 21% lower risk scores. Without visibility, control is impossible.

2. Deploy Comprehensive and Advanced Security for Data Protection

Go beyond basic encryption to implement advanced technologies like zero-trust exchange and secure third-party
sharing, with Al-specific controls. Organizations using 3+ advanced technologies report 67% faster detection and
81% lower costs.

3. Start Measuring, Stop Guessing

Organizations with precise counts of third parties, exact breach numbers, and specific detection times consistently
outperform those using estimates. If you don’t know these numbers today, finding them is your first priority.

4. Automate Compliance and Detection

Companies still managing compliance through spreadsheets and email spend 1,500+ hours annually on work that
automated systems complete in minutes. The ROl is immediate and compounds over time.

5. Build for Rapid Response

Accept that breaches will occur. The most resilient organizations focus on detection in hours (not months) and
response in days (not quarters). Speed minimizes damage more effectively than walls.

Assess Your Risk

The report introduces a groundbreaking risk scoring algorithm that transforms abstract security concerns into
concrete, actionable metrics. By synthesizing three fundamental factors—annual security incidents, breach-related
litigation costs, and detection time—into a normalized 1-10 scale, organizations can finally benchmark their true risk
exposure. The results are sobering: Nearly half (46%) of organizations fall into high to critical risk categories, with
159% operating in crisis mode requiring immediate intervention. This distribution reveals an industry under severe
strain, where only 29% maintain genuinely low risk profiles. The scoring system’s elegance lies in its simplicity

and directness—higher breach frequency, mounting litigation costs, and slower detection times compound

into exponentially greater risk. Most telling is the clustering around medium to high risk scores, suggesting that
incremental security improvements no longer suffice in today’s threat landscape.
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Calculate: (Your Total Points + 15.5) x 10 = Risk Score

How Risk Scoring Works
Interpretation The algorithm weighs
= 7.0-10: Critical (15%) three critical factors:
= 5,0-7.0: High Risk (31%) = Breach Frequency: 0-5 points

based on annual incidents
Financial Impact: 0-5.5 points

= 3.5-5.0: Medium Risk (25%)

= 1-3.5: Low Risk (29%) for litigation costs

Detection Speed: 1-5 points for
Key finding: Nearly half (46%) of organizations discovery time

scorc.e !n the high to crItICE.ll range, vylth 1iné6 Formula: (Total Points = 15.5]
requiring challenge-level intervention. x 10 = Risk Score (110 scale)

The Bottom Line

The gap between organizations with strong visibility and those operating blind continues to widen. While threats
have grown exponentially, security improvements inch forward incrementally.

The encouraging news: Organizations that achieve basic visibility—simply knowing their numbers and measuring
their exposure—immediately see better outcomes. The tools exist, the benefits are quantifiable, and the first steps
cost more in effort than money.

The question for 2025: Will you close your visibility gaps, or will they close you?

Data Security and
Compliance Risk

2025 Annual
Survey Report

The Visibility Challenge: How Al and Third-Party
Blind Spots Multiply Enterprise Risk

For the complete
B report, download it now.
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