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INDUSTRIAL MANUFACTURING - [P PROTECTION - DATA POLICY ENGINE

PROTECTING INTELLECTUAL PROPERTY AT THE EDGE

OF THE SUPPLY CHAIN

A Global Advanced Energy Technology Manufacturer Deployed Kiteworks With A Two-Tier Executive
Approval Workflow And MIP-Integrated Data Policy Engine To Govern Outbound Transfer Of Highly
Restricted Technical Data — Without Disrupting Existing Operations.

Proprietary Data Leaving The Organization With No Policy Enforcement At The Edge

The Challenge The Solution

The company had invested in Microsoft Information Kiteworks secure data exchange extended the company's
Protection (MIP) sensitivity labels to classify data internally MIP classification framework to every outbound transfer
— Highly Restricted, Confidential, Internal — but those channel. The Data Policy Engine (DPE) reads MIP labels at
classifications had no enforcement power once a file runtime: Confidential files transfer automatically, Highly
crossed the organizational boundary. There was no Restricted files trigger a two-stage executive approval
mechanism to require human authorization before chain. SFTP enforces the same DPE policies for partner
sensitive technical specifications, firmware, or process transfers, and Okta conditional access restricts

data reached an external partner, and no reliable audit trail authentication to managed corporate devices.

for compliance teams. A key supply chain partner also
required automated SFTP transfers — a capability the
legacy platform offered only without data policy controls.

"Your innovative approach to data classification with MIP is setting a new standard. Your successful
go-live in early April 2026 is a significant milestone that reflects your team's dedication and
collaborative spirit."

Kiteworks Customer Success
On go-live, April 2026

Two-Tier Approval Workflow For Restricted IP — Enforced At The Policy Layer, Not By
Procedure

When a user attempts to share a file classified as Highly Restricted, the Data Policy Engine intercepts the transfer and triggers a
structured authorization chain. No file moves until both stages are cleared. Confidential and lower classifications pass through
automatically — no user friction for routine transfers.
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Platform Capabilities

Go-live required provisioning 38 VP and legal accounts with executive profiles and sign-off from the information security steering
committee. Testing with actual approvers validated notification routing, audit log capture, and denial-reason handling before
production.

o SFTP With DPE e] Okta Conditional Access D MIP Label Synchronization

& Enforcement Restricts Kiteworks Reads MIP label GUIDs and
Restricted and standard authentication to managed surfaces label names in the
SFTP profiles with SSH key corporate devices instead Ul, distinguishing internal
authentication; DPE policies of impractical IP whitelisting labels from acquired-entity
apply identically over SFTP across global sites. labels.

as over the web UL

Four Governed Exchange Patterns — All Enforced By The Same Policy Layer

Restricted IP Transfer Automated SFTP For Legacy Platform Factory Floor Device
To Supply Chain Partner Data Exchange Migration Access

Partners SFTP-based automated Full decommission of the Field technicians on shared
Technical specifications, transfers to a key supply legacy file-transfer factory-floor devices
firmware, and process chain partner, with DPE platform. An internal upload hardware images
data shared_ with strategic enforcement ensuring training site with video through shared accounts,
manufacturing partners restricted data cannot tutorials enabled a self- using SSH key

under two-tier VP + legal transit the channel without directed migration with no management options
approval. DPE blocks policy clearance. centralized retraining within SFTP profiles.
Highly Restricted files until sessions.

both stages clear.

Policy-Enforced IP Protection — From Go-Live To Executive Expansion

Apr 0
2026 Retraining sessions
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VP and legal accounts

100%

DPE coverage — every

provisioned at go-live

required — self-service

channel, one policy

On-schedule go-live, no

. . . only
disruption to operations

Needs Addressed

- Policy-enforced IP protection at every outbound transfer point

- MIP sensitivity label enforcement extended to the partner edge

- Two-tier VP + legal approval workflow for Highly Restricted transfers
- Automated SFTP partner exchange with DPE enforcement intact

- Device-level access control via Okta conditional access

- Full legacy platform decommission with zero retraining sessions
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Kiteworks Capabilities Deployed

- Data Policy Engine (ABAC) with MIP sensitivity label integration

- Custom approval workflows — VP authorization + legal review

- SFTP with profile-based access control for internal users and partners

- Okta conditional access integration for managed-device enforcement

- Secure email and silo folder architecture for classification-level separation

- Full audit trail on every approval decision — approval, denial, and denial reason

See How Kiteworks Can Govern IP Transfer At Every Edge Of Your
Supply Chain.

www.kiteworks.com
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Kiteworks’ mission is to empower organizations to effectively manage risk in every send, share, receive, and use of
private data. The Kiteworks platform provides customers with a secure data exchange that delivers data governance,
compliance, and protection in a unified control plane. Kiteworks unifies, tracks, controls, and secures sensitive data

moving within, into, and out of their organization, significantly improving risk management and ensuring regulatory
compliance on all private data exchanges. Headquartered in Silicon Valley, Kiteworks protects over 100 million end-users
and thousands of global enterprises and government agencies.




