Kiteworks COMPLIANCE BRIEF

DATA PROTECTION ACT

Kiteworks Supports Data Protection Act, 2011,
Chapter 22:04 (Trinidad and Tobago)

From Zero-Trust Architecture to TDF Encryption: Operationalizing Trinidad and Tobago’s Privacy Principles
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The Data Protection Act, 2011 (Chapter 22:04) of Trinidad and Tobago was assented to on June 22, 2011, with specific sections coming into
force beginning January 6, 2012, and Section 42(a) and (b) subsequently proclaimed on August 23, 2021. This legislation requires compliance
from all public bodies including government ministries, statutory authorities, state enterprises, municipal corporations, and the Tobago House of
Assembly, as well as private sector organizations that collect, retain, manage, use, process, or store personal information within Trinidad and
Tobago or from individuals located in the country. The Act applies within Trinidad and Tobago's jurisdiction and extends to organizations
outside the country that collect personal information from individuals within Trinidad and Tobago. While the Act establishes comprehensive
data protection requirements through its General Privacy Principles and specific obligations for public bodies and private sector entities, much
of the Act remains unproclaimed including Part V, which establishes penalties. The proclaimed sections create the framework and Office of the
Information Commissioner but have not yet resulted in active enforcement as no Commissioner has been appointed to date, with the Ministry
of Public Administration and Artificial Intelligence still advertising the position as a new role as recently as September 2025. Kiteworks supports
organizations working toward compliance with the Data Protection Act. Here's how:

— Safeguards Against Unauthorized Access and Disposal

Sections 6(g) and 35 require organizations to protect personal information against unauthorized access, collection, use, alteration, disclosure, or
disposal using safeguards appropriate to information sensitivity. Kiteworks deploys as a hardened virtual appliance with multiple protection
layers that minimize the attack surface. File and Disk Double Encryption protects customer files even when attackers breach outer layers. Zero
Trust Mode for Intrusion Detection and Prevention blocks all IP addresses by default except those explicitly allowed. Al-based Intrusion and
Anomaly Detection identifies suspicious activity on the network and within the appliance. Volume encryption with passphrase and KSM
provides per-volume key management. Multi-engine antivirus scanning with quarantine uses built-in F-Secure on upload and download. For
sensitive personal information under Sections 6(h) and 40, the Data Policy Engine applies Attribute-based Access Controls (ABAC) with
content classification tagging and Customized Attribute Definitions in the Trusted Data Format.
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— Kiteworks Controls for Process and Access Governance

Kiteworks maps the Act’s provisions into two groups. The first — Sections 6(c), 6(e), 6(f), 6(j), 6(k), 33, 34, 36-38, 40, 43, 46, 48, 50, 52, 54,
56-57, 75-76 —- covers control requirements addressed by Kiteworks capabilities. Access verification forms support Section 6(c) consent.
Retention policies with expiration dates and permanent deletion address Section 6(e). File versioning with version history satisfies Section 6(f)
accuracy requirements. The OpenTDF Standard Implementation embeds ABAC policies within data, with Dynamic Policy Enforcement applying
time-based, geographic, and operational restrictions at access time. Data Sovereignty routes user data only through assigned countries via
LDAP or SAML attributes for Section 36 data localization, while Geofencing restricts sign-ins by geography. Cross-region replication with
consistency checks and TDF Jurisdictional Controls handle Section 46 cross-border disclosures.

— Commiissioner’s Audit and Investigation Powers

Section 9 is in force and grants the Commissioner powers to monitor Act administration and conduct audits, but operative authority is limited:
Unproclaimed Sections 19, 20, and 21 would add inspector designation, public body audit, and private sector audit powers, respectively.
Comprehensive Audit Logs with SIEM Feeds consolidate log data from multiple systems for security threat detection and regulatory review. The
persistent activity and audit log appends all events to a single log with consistent formatting and terminology. Audit log configuration and
reporting lets administrators set parameters, retention periods, and generate custom reports. The Admin activity audit trail supports list, detail,
and CSV export for forensic review. Legal hold and eDiscovery access controls preserve deleted files for Data Leak Investigator Admin roles.
Should Section 20 come into force, specialized eDiscovery reports would support public body audit compliance.

Kiteworks delivers comprehensive technical controls that map directly to the Data Protection Act’s requirements for protecting
personal information across public bodies and private sector organizations. For safeguarding obligations, the platformm combines
hardened virtual appliances, double encryption, zero-trust security, Al-based threat detection, and attribute-based access controls to
protect sensitive data against unauthorized access and disposal while enabling legitimate processing. For governance mandates,
Kiteworks provides control capabilities —— from consent workflows and retention policies to data sovereignty enforcement and cross—
border transfer management —— that operationalize the Act’s General Privacy Principles and specific sectoral obligations through
automated technical enforcement. For regulatory oversight requirements, unified audit logs with SIEM integration, forensic export
capabilities, and specialized compliance reporting create the transparent activity records needed to demonstrate compliance during
Commissioner investigations and audits. By consolidating protection mechanisms, governance controls, and tracking capabilities
within a single platform, Kiteworks transforms Trinidad and Tobago’s complex data protection requirements from scattered policy

obligations into systematic technical implementation.

Copyright © 2026 Kiteworks. Kiteworks' mission is to empower organizations to effectively manage risk in every send, share, receive, and use of private data. The Kiteworks
platform provides customers with a secure data exchange that delivers data governance, compliance, and protection in a unified control plane. Kiteworks unifies, tracks,
controls, and secures sensitive data moving within, into, and out of their organization, significantly improving risk management and ensuring regulatory compliance on all

private data exchanges. Headquartered in Silicon Valley, Kiteworks protects over 100 million end-users and thousands of global enterprises and government agencies.
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