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Navigating the American Data 
Privacy and Protection Act 
With Kiteworks’ Support
Empowering ADPPA Compliance for Data 
Rights and Loyalty Duties

The American Data Privacy and Protection Act (ADPPA) is a significant regulatory 

framework aimed at safeguarding individuals’ personal information in an era 

characterized by digital ubiquity. This comprehensive legislation, much like other data 

privacy regulations such as GDPR and CCPA, underscores the paramount importance 

of data protection and compliance in our increasingly interconnected world. 

ADPPA sets forth a stringent set of regulations designed to ensure the responsible 

collection, processing, and storage of personal data. It establishes clear guidelines 

for businesses, including those in the tech sector, regarding the handling of sensitive 

information. Key provisions include strict consent requirements for data collection, 

the right to access and correct personal data, and stringent security measures to 

protect against data breaches. 

The ADPPA and the Health Insurance Portability and Accountability Act (HIPAA) are 

two critical pieces of legislation that, while distinct in their focus, share a common 

goal: safeguarding sensitive information. ADPPA supplements HIPAA by providing 

a broader, overarching framework for data privacy and protection, reinforcing the 

stringent standards already in place for healthcare organizations under HIPAA. 

ADPPA extends the principles of consent, data access, and security to a wider range 

of personal information, including healthcare data. This broader scope ensures 

that individuals’ medical information, along with other sensitive data, receives 

the same level of protection. Furthermore, ADPPA imposes significant penalties 

for noncompliance, reinforcing the notion that data privacy is not just a legal 

obligation but also a matter of ethical responsibility. ADPPA serves as a beacon of 

the importance of data protection and compliance. It is a framework that not only 

ensures the security of personal information but also highlights the value of solutions 

like Kiteworks in helping organizations navigate the complex landscape of data 

privacy and compliance.

Support Data Minimization and Loyalty Duties

Title I of the ADPPA outlines the Duty of Loyalty, which includes two sections: Section 

101 - Data Minimization and Section 102 - Loyalty Duties. Section 101 imposes a baseline 

duty on all covered entities not to unnecessarily collect or use covered data. Covered 

entities must limit the collection, processing, or transfer of covered data to what is 

necessary to achieve a legitimate purpose. Section 102 requires covered entities to act 

in the best interests of individuals with respect to covered data, including determining 

the purposes for which the data is collected, processed, and transferred.
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Navigating the American Data Privacy and Protection Act With Kiteworks’ Support

Kiteworks offers support to organizations looking to comply with Title I, Section 101 and Section 102 through its platform security 

features. The platform provides robust yet flexible folder permission management features that enable IT administrators to control 

access to enterprise content across the organization. Kiteworks is designed to ensure that users are automatically given the least 

permissions necessary, and administrators must explicitly enable elevated permissions. This feature ensures that organizations 

comply with Section 101 of the ADPPA, which requires covered entities to limit the collection, processing, or transfer of covered data 

to what is necessary to achieve a legitimate purpose. In addition, Kiteworks provides immutable audit logs that support regulatory 

compliance and investigations to identify all collection, processing, and transfers of sensitive data like Social Security numbers, 

health information, genetic data, etc. This feature ensures that organizations comply with Section 102 of the ADPPA, which requires 

covered entities to act in the best interests of individuals with respect to covered data, including determining the purposes for 

which the data is collected, processed, and transferred. Covered entities must also provide individuals with clear and concise 

notices about their data collection, processing, and transfer practices. 

Kiteworks’ platform security features, including role-based access, permissions, least-privileged defaults, and immutable audit 

logs, support regulatory compliance and investigations to identify all collection, processing, and transfers of sensitive data. By 

using Kiteworks, organizations can ensure that they fall under the definition of a “covered entity” as defined by the ADPPA and 

adopt “privacy by design” principles and engage in data minimization to limit the collection, processing, and transferring of certain 

covered data to instances where there is a permissible purpose.

Protect the Data Rights of Individuals

Title II of the ADPPA delves into the Data Rights of Individuals, with Sections 203, 204, and 206 laying out crucial compliance 

regulations. In Section 203, covered entities are mandated to grant individuals the right to access, correct, delete, and transfer their 

covered data, as well as the right to object to its processing. Section 204 reinforces the importance of affirmative express consent 

before processing sensitive covered data and the right to object. Lastly, Section 206 emphasizes the right to transfer covered data 

to another entity, also subject to exceptions. Compliance with these regulations is pivotal, defining an organization as a “covered 

entity” under ADPPA. It underscores the adoption of “privacy by design” principles and data minimization, limiting the collection, 

processing, and transfer of covered data to permissible purposes. By adhering to these mandates, organizations not only safeguard 

individuals’ privacy and personal data but also steer clear of potential penalties for noncompliance.

Kiteworks offers several features that support compliance with Title II, Sections 203, 204, and 206 of the American Data Privacy and 

Protection Act (ADPPA). The platform provides users with secure access to their personal data through a user-friendly interface, 

enabling them to easily navigate and view their data. Users can also correct their personal data if they identify any inaccuracies, 

ensuring that their data is up to date and accurate. Additionally, Kiteworks supports the right to be forgotten, allowing users to 

request the deletion of their personal data from the platform. The platform ensures that the data is permanently removed in 

accordance with applicable data protection laws. Kiteworks also facilitates data portability, enabling users to securely download 

their personal data for their records or to transmit it to another organization. The platform ensures that data remains protected 

during the export process. Furthermore, Kiteworks maintains a comprehensive audit log that includes file deletion activities. 

When a file is deleted, the action is logged and can be viewed by administrators, providing a clear record of when a file was 

deleted and by whom. This feature helps organizations comply with Section 203 of the ADPPA, which requires covered entities 

to delete an individual’s covered data upon request, subject to certain exceptions. Kiteworks also provides detailed reports that 

include file deletion activities, which can be generated on demand or scheduled to run at regular intervals. These reports provide 

a comprehensive view of file deletion activities over a specified period and can be used to demonstrate compliance with data 

protection regulations. Additionally, administrators can create custom reports based on a variety of parameters.

Finally, Kiteworks offers secure web forms and data collection mechanisms that are designed to obtain explicit consent from users 

and can opt out as well. These features help organizations comply with Section 204 of the ADPPA, which requires covered entities 

to obtain individuals’ affirmative express consent before processing their sensitive covered data and provide individuals with the 

right to object to the processing of their covered data. By using Kiteworks, organizations can engage in data minimization to limit the 

collection, processing, and transferring of certain covered data to instances where there is a permissible purpose.
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The ADPPA stands as a pivotal framework for safeguarding personal information. It accentuates the critical importance of data 

protection and compliance. Kiteworks, with its powerful suite of features, plays a key role in aiding organizations to fulfill their 

ADPPA obligations. Its robust folder permission management, aligned with the principle of least privilege, restricts data access 

to legitimate purposes. The platform’s immutable audit logs facilitate compliance documentation, emphasizing transparency and 

accountability. Kiteworks also aids in safeguarding individuals’ data rights where users gain secure access, correction, deletion, 

and data portability features. The platform accommodates affirmative express consent, supports the right to object, and enforces 

deletion requests, all critical for ADPPA adherence. In embracing Kiteworks, organizations demonstrate their commitment to 

privacy by design and data minimization principles. Thus, they not only protect personal data but also can evade potential penalties, 

reiterating the compelling importance of compliance in our data-driven world.

http://www.kiteworks.com/
https://www.linkedin.com/company/kiteworkscgcp/
https://www.facebook.com/KiteworksCGCP
https://twitter.com/kiteworks
https://www.instagram.com/kiteworks.cgcp/
https://www.youtube.com/c/KiteworksCGCP

