Meeting GLBA Compliance
With Kiteworks

Streamline Compliance, Enhance Data
Security, and Safeguard Customer
Information in the Financial Services Sector

The Gramm-Leach-Bliley Act (GLBA) is a crucial piece of legislation in the
United States that addresses consumer privacy protection in the financial
services sector. It includes three core components: The Privacy Rule, The
Safeguards Rule, and The Pretexting Provisions. Financial institutions must
adhere to these rules by implementing appropriate policies, procedures, and
safeguards to protect customer information. This compliance brief outlines
how Kiteworks supports financial institutions in meeting GLBA compliance
requirements, providing a comprehensive suite of features that enhance data
security and safeguard customer information.

Streamlined Compliance With GLBA
Safeguards and Security Measures

Kiteworks is a secure platform designed to help financial institutions meet
GLBA compliance requirements by offering robust administrative, technical,
and physical safeguards for customer data protection. The platform features
secure file sharing, collaboration, and storage capabilities, as well as real-
time activity monitoring, reporting, and detection tools that ensure a secure
environment and effective risk management.

Enhanced Safeguards and Pretexting
Protection for Optimal Customer Data Security

To comply with the GLBA’s Safeguards Rule, financial institutions must develop
and apply administrative, technical, and physical safeguards based on risk
assessments to address identified risks. They are also required to establish
security measures to combat pretexting, focusing on verifying the identity

of customers, employees, and other authorized individuals before granting
access to sensitive data. Kiteworks provides a comprehensive suite of features
designed to address these risks effectively.
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Administrative Safeguards

Kiteworks offers role-based access control, which ensures that only authorized personnel can access sensitive information. This
helps financial institutions maintain a secure environment and minimize the risk of unauthorized access. Audit trails and reporting
features in Kiteworks maintain accountability by tracking user activities and allowing administrators to generate tailored reports
for compliance and security requirements. Policy enforcement allows organizations to create and enforce custom security policies,
ensuring compliance with regulatory requirements.

Technical Safeguards

Technical safeguards in Kiteworks include encryption for data at rest and in transit, secure file sharing and transfer options,
and multi-factor authentication (MFA). These features provide a secure and confidential environment for sensitive customer
information and help verify the identity of customers, employees, and other authorized individuals.

Physical Safeguards

Physical safeguards provided by Kiteworks include secure data storage and backup, data center security with optional top-tier,
ISO-certified hosting, and robust disaster recovery capabilities. These features offer a range of storage solutions and ensure the
continuity and availability of customer information.

Combating Pretexting

To protect against pretexting, Kiteworks offers single sign-on (SSO) integration, which centralizes and streamlines authentication
processes. Granular role-based access control (RBAC) limits access to sensitive data based on job function or responsibility,
while multi-factor authentication (MFA) reduces the risk of unauthorized access via pretexting. Access expiration and revocation
ensure that only authorized individuals have access to sensitive data, and IP address and device restrictions grant access only to
known and trusted devices or locations. Real-time activity monitoring and automated alerts, based on predefined triggers, help
administrators quickly identify and respond to potential pretexting attempts. By combining these safeguards and anti-pretexting
features, Kiteworks empowers financial institutions to protect their sensitive file and email data and maintain a secure, compliant,
and reliable environment.

Comprehensive Monitoring and Reporting for Continuous Security
Improvement

To meet the GLBA’s requirements, financial institutions need to consistently monitor and evaluate their safeguards’ effectiveness.
This involves updating the information security program in response to technological advancements, the sensitivity of customer
data, and the evolving threat environment. They must also track and report suspected pretexting attempts, maintain a log of such
incidents, and analyze them to identify trends or patterns that may require additional security measures.

Kiteworks provides a comprehensive set of monitoring, reporting, and detection tools to help financial institutions maintain a
secure environment, evaluate their safeguards’ effectiveness, and detect suspected pretexting attempts. Real-time activity
monitoring and comprehensive audit trails provide immediate visibility into user and system activities, allowing administrators to
track file access, sharing, and transfer events. Customizable reporting options enable organizations to generate tailored reports for
compliance and security requirements, while automated alerts and notifications help proactively address potential security issues.
Anomaly detection can identify unusual or suspicious activities, such as multiple failed login attempts or accessing sensitive data
from unfamiliar locations, and alert administrators in real time.

Integration with security information and event management (SIEM) systems allows organizations to aggregate, correlate, and
analyze security events and logs from various sources for a holistic view of their security landscape. Built-in performance and usage
analytics tools help optimize information security programs to ensure effectiveness and responsiveness to evolving threats and
regulatory requirements.
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Effective Vendor Management for End-to-End Data Protection Compliance

GLBA also requires financial institutions to ensure that their service providers uphold appropriate safeguards to secure customer
information. They should create a due diligence process for selecting and monitoring service providers and incorporate contractual
requirements for data protection.

Kiteworks enables financial institutions to effectively manage service providers by offering a centralized platform with tools

and features that ensure proper safeguards for customer information. The platform supports the due diligence process,

allowing secure collaboration through encrypted file sharing and transfer capabilities, and facilitates granular access controls
and role-based permissions to restrict access to sensitive data. Real-time monitoring and audit trails provide transparency and
accountability, while customizable compliance reports help maintain oversight of service providers’ adherence to data protection
standards and policies.

Additionally, Kiteworks can enforce contractual data protection requirements by offering a secure environment for exchanging and
storing sensitive information. Integration with third-party risk management tools empowers financial institutions to assess and
monitor their service providers’ security posture, identify potential risks, and take appropriate action to mitigate them, ensuring
end-to-end compliance and data protection.

Kiteworks provides a comprehensive suite of features that support financial institutions in meeting their GLBA compliance
requirements. Its robust safeguards, monitoring and reporting capabilities, and vendor management tools enable organizations

to protect customer information effectively, ensure a secure environment, and maintain a strong security posture. By leveraging
Kiteworks, financial institutions can enhance the protection of their clients’ data, maintain compliance with the GLBA, and ensure a
robust security posture.

Kifewdrks Copyright © 2023 Kiteworks. Kiteworks’ mission is to empower organizations to effectively manage risk in every send, share, receive, and
save of sensitive content. The Kiteworks platform provides customers with a Private Content Network that delivers content governance,
compliance, and protection. The platform unifies, tracks, controls, and secures sensitive content moving within, into, and out of their
organization, significantly improving risk management and ensuring regulatory compliance on all sensitive content communications.
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