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Governing AI Agent Access to Privileged Communications, Client Matter Data, and Regulated Information Across Every 
Channel a Legal Organization Uses to Exchange Sensitive Data

Kiteworks Compliant AI in Legal and the Rise 
of Agentic LLMs

1.

63% of organizations cannot enforce purpose limitations on AI agents -- meaning an agent authorized for contract review can access privileged 
communications on the same platform without restriction¹

Only 33% of organizations have evidence-quality audit trails -- the standard bar ethics inquiries, eDiscovery courts, and OCR investigators 
increasingly require¹

97% of AI-related breaches involved organizations lacking AI access controls; average U.S. breach cost exceeds $10 million²

A 38-author study led by Northeastern University found AI agents in live environments disclosed sensitive data to attackers -- unaware anything 
went wrong³

Kirkland & Ellis has committed $500 million to build proprietary AI infrastructure, signaling that governed AI access to client matter data is becoming 
an enterprise panel approval requirement across Big Law⁴

The legal sector operates under a professional responsibility framework with no tolerance for ambiguity about who accessed client data and 
why. ABA Model Rules of Professional Conduct, attorney-client privilege doctrine, eDiscovery standards, and a layered regulatory stack -- 
HIPAA, GLBA, SOX, CMMC, GDPR, and state privacy laws -- apply equally to AI agents and human attorneys. The law recognizes no exemption 
for machine-driven data access.

Agentic LLMs are now in production across legal workflows: contract review, eDiscovery document analysis, AML case investigation, litigation 
research, and client matter management. The data layer those workflows consume -- privileged communications, matter files, financial 
records subject to SOX, PHI -- is the layer most legal organizations have not yet governed.

Kiteworks closes the exposure at the data layer: one platform unifying email, file sharing, MFT, SFTP, data forms, APIs, and AI workflows under 
a single policy engine, audit log, and security architecture.

At a Glance

Executive Summary

AI is in production across legal research, contract analysis, eDiscovery review, AML case investigation, and matter management. 
Most law firms and legal departments operate five to ten separate tools for sensitive data exchange -- each with its own 
policies, audit logs, and gaps. When AI agents reach into all of those channels simultaneously, fragmentation that was already 
a compliance liability becomes a privilege and professional responsibility crisis. When opposing counsel requests AI access 
logs in discovery, or a bar ethics inquiry asks how an agent was supervised on a matter, the answer becomes a multi-week 
reconstruction across logs that were never designed to produce evidence.

The professional responsibility exposure is specific. ABA Model Rule 1.6 requires “reasonable efforts” to prevent unauthorized access 
to information relating to a client representation. System prompts and model-level guardrails are instructions that can be bypassed 
through prompt injection, rephrasing, or model updates. A bar ethics panel will not accept a system prompt as evidence of access 
control. Only governance enforced at the data layer -- independent of the model -- constitutes an audit-defensible control. With 
60% of organizations unable to quickly terminate a misbehaving AI agent, and 61% operating on fragmented logs, most legal 
organizations cannot produce the evidence when it is demanded.¹

The Challenge
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•	 Unified governance. Replace five to ten fragmented tools with one control plane.

•	 Privilege protection that survives AI deployment. Matter-level ABAC isolation prevents agents from accessing communications outside their 
authorized scope -- the control ABA Model Rule 1.6 requires.

•	 Audit trails courts and ethics panels can read. Tamper-evident, real-time SIEM streaming with full attribution for every agent interaction.

•	 eDiscovery methodology documentation on demand. Every AI-assisted review action logged and exportable in a format that satisfies TAR 
disclosure requirements.

•	 Evidence in hours, not weeks. On-demand exports ready for bar ethics inquiries, discovery requests, and regulatory audits.

¹ Kiteworks, Data Security and Compliance Risk: 2026 Forecast Report, December 2025. 

² IBM Security and Ponemon Institute, Cost of a Data Breach Report 2025: The AI Oversight 
Gap, 2025. 

³ Agents of Chaos, Northeastern University et al., February 2026.

⁴ Artificial Lawyer, “Kirkland Hints It Could Fine-Tune LLMs for Own Legal AI Model,” 
June 1, 2026.

Anticipated Outcomes

Sources

Kiteworks is the secure data exchange for legal. One platform. One policy engine. One audit log. Built on a hardened virtual 
appliance with FIPS 140-3 validated cryptography, single-tenant isolation, and tamper-evident audit streamed in real time to 
the organization’s SIEM.

Policy-enforced access and complete attribution across email, file sharing, MFT, SFTP, data forms, APIs, and AI -- one 
auditor-ready record of every interaction with privileged or regulated data, human or agent. Attribute-based access 
control enforces matter-level isolation at the operation level: an agent authorized to access documents for one client 
matter cannot reach files from a different engagement, regardless of what the model is instructed to do.

Through Kiteworks Compliant AI, including the Kiteworks Secure MCP Server, AI agents are cryptographically 
authenticated, bound to the human authorizer who delegated the workflow, and governed by attribute-based access 
policy on every request -- independent of model, vendor, or model-level guardrails. When the model is updated, 
replaced, or compromised, the data-layer controls still apply. Compliance and privilege protection do not depend on 
the integrity of any individual model or AI vendor.

Pre-mapped to ABA Model Rules 1.6 and 5.3, HIPAA, HITECH, GLBA Safeguards Rule, SOX Sections 302, 404, and 
802, CMMC Level 2 (satisfying nearly 90% of the 110 NIST 800-171 practices through platform inheritance), GDPR 
Articles 5, 30, and 32, and ISO 27001. Kiteworks is FedRAMP Moderate Authorized and FedRAMP High In Process 
(Secure Gov Cloud). Evidence assembles in hours, not weeks.

The Kiteworks Solution

Control
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