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Section 4 of “Promoting Advanced AI Innovation and Security,” signed June 2, 2026, explicitly criminalizes using AI agents to unlawfully access 
data -- the first presidential order to name AI agents as distinct legal actors in a data-access liability context. Section 2(c) mandates CISA Binding 
Operational Directives within 30 days, requiring civilian federal agencies to deploy AI-enabled cyber defense and extending procurement pressure to 
state and local governments, rural hospitals, community banks, and local utilities. Most coverage missed both provisions entirely. The executive order 
makes the strongest federal case yet for placing a governed data layer between enterprise data and every AI agent that touches it.

Section 4 criminalizes using AI agents to unlawfully access data subsequently used for criminal purposes -- a provision that applies 
to enterprises deploying AI, not only the companies building it. The liability standard is practical and testable: Can your organization 
produce a governance record showing that AI agents’ data access was authorized, scoped, and attributable to a human decision-
maker? Kiteworks’ 2026 Forecast Report found 63% of organizations cannot enforce purpose limitations on their AI agents and 
33% lack evidence-quality audit trails -- the two most fundamental components of a Section 4 defense.

1
Section 4 Creates Federal Criminal Liability for AI Agent Data Access

Section 2(c) directs CISA to issue Binding Operational Directives within 30 days of the June 2, 2026, signing. Unlike guidance, BODs 
are mandatory for civilian federal agencies and require prioritizing AI-enabled cyber defense and extend procurement pressure 
to state and local governments, rural hospitals, community banks, and local utilities. The 2026 Forecast Report found 90% of 
government organizations lack AI purpose binding and 76% lack agent kill switches and 81% lack network isolation -- the exact 
gaps a BOD will require closing inside a compressed procurement window.

2
The 30-Day CISA Mandate Is Already Running

Section 4 requires four elements: authenticated agent identity linked to a human authorizer; operation-level access control; a 
contemporaneous, tamper-evident, immutable audit trail; and FIPS 140-3 validated encryption. The 2026 Forecast Report found 
61% of organizations rely on fragmented logs that cannot produce a coherent chain of custody for a single agent interaction. The 
Agents of Chaos study -- conducted by researchers from MIT, Harvard, Stanford, and CMU in February 2026 -- documented how 
agents bypass role controls through conversational prompting alone.

3
The Governance Record Most Organizations Have Is Legally Insufficient

The 2026 DTEX/Ponemon Insider Threat Report found shadow AI is now the top driver of negligent insider incidents, with average 
annual insider threat costs reaching $19.5 million; 92% of organizations say generative AI has fundamentally changed how 
employees access and share information, yet only 13% have integrated AI into their business strategies. Section 4 does not require 
malicious intent -- it requires unlawful access and subsequent criminal use. Shadow AI agents without governance controls are 
outside authorized bounds by definition -- carrying the same federal liability under Section 4 as any other unauthorized data 
access, with none of the visibility.

4
Shadow AI Makes the Exposure Immediate and Invisible

The executive order does not exist alone. California’s 20+ AI laws took effect January 1, 2026. The EU AI Act’s high-risk provisions 
are enforcing this year. The 2026 CrowdStrike Global Threat Report documented an 89% year-over-year increase in AI-enabled 
adversary attacks, with 82% of detections now malware-free -- attackers are already using AI agents as operational tools targeting 
the same data channels Section 4 liability now covers. The governance infrastructure that addresses Section 4 today is identical to 
the architecture that will satisfy the next regulatory wave.

5
The Regulatory Arc Is Cumulative -- and This EO Is One Layer in It
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