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Section 4 of “Promoting Advanced Artificial Intelligence Innovation and Security,” signed June 2, 2026, directs the Attorney General to prioritize 
federal criminal enforcement -- under existing computer fraud, wire fraud, and identity fraud statutes -- against anyone using AI agents to unlawfully 
access data -- expressly naming AI agents in a federal criminal enforcement context. Section 2(c) mandates CISA Binding Operational Directives 
within 30 days, expediting the cyber defense of civilian federal systems and expanding AI-enabled defensive tools -- and separately directs CISA 
to facilitate access to cybersecurity tools and services for state and local governments, rural hospitals, and community banks. The executive order 
makes the strongest federal case yet for placing a governed data layer between enterprise data and every AI agent that touches it.

Section 4 directs the Attorney General to prioritize enforcement of existing federal criminal laws -- including the Computer Fraud 
and Abuse Act (18 U.S.C. 1030), wire fraud (18 U.S.C. 1343), and identity fraud (18 U.S.C. 1028) -- against anyone using AI agents 
to unlawfully access data subsequently used for criminal purposes -- a provision that applies to anyone who utilizes AI -- including 
enterprises deploying agents -- not only the companies building it. The EO sets no new compliance standard, but under the statutes 
it invokes, the practical defense question is: Can your organization produce a governance record showing that AI agents’ data access 
was authorized, scoped, and attributable to a human decision-maker? Kiteworks’ 2026 Forecast Report found 63% of organizations 
cannot enforce purpose limitations on their AI agents and 33% lack evidence-quality audit trails -- the two most fundamental 
components of demonstrating that agent access was authorized.

1
Section 4 Makes Unlawful AI Agent Data Access a Federal Enforcement Priority

Section 2(c) directs CISA to issue Binding Operational Directives within 30 days of the June 2, 2026, signing. Unlike guidance, BODs 
are mandatory for civilian federal agencies. The order also directs CISA to facilitate access to cybersecurity tools and services -- 
including covered frontier models -- for state and local governments, rural hospitals, community banks, and local utilities. The 2026 
Forecast Report found 90% of government organizations lack AI purpose binding and 76% lack agent kill switches -- precisely the 
gaps an AI-focused BOD would be expected to target, inside a compressed timeline.

2
The 30-Day CISA Mandate Is Already Running

Section 4 imposes no checklist of its own; it points prosecutors at existing law. But demonstrating that agent access was 
authorized turns on evidence: authenticated agent identity linked to a human authorizer; operation-level access control; and a 
contemporaneous, tamper-evident, immutable audit trail. The 2026 Forecast Report found 61% of organizations rely on fragmented 
logs that cannot produce a coherent chain of custody for a single agent interaction. A February 2026 multi-university study led 
by Northeastern University, with co-authors from Harvard, MIT, Stanford, and Carnegie Mellon, documented live AI agents being 
compromised through ordinary conversation -- with prompt-level and perimeter controls repeatedly failing where operation-level 
enforcement held.

3
The Governance Record Most Organizations Have Is Legally Insufficient

The 2026 DTEX/Ponemon Insider Threat Report found shadow AI is now the top driver of negligent insider incidents, with average 
annual insider threat costs reaching $19.5 million. 92% of organizations say generative AI has fundamentally changed how 
employees access and share information, yet only 13% have formally integrated that shift into their business strategy. Shadow 
AI agents without governance controls are outside authorized bounds by definition -- creating exactly the unauthorized-access 
exposure Section 4 directs prosecutors to prioritize, with none of the visibility.

4
Shadow AI Makes the Exposure Immediate and Invisible

The executive order does not exist alone. California’s latest wave of AI laws -- more than a dozen signed -- began taking effect 
January 1, 2026. The EU AI Act’s high-risk provisions were deferred to December 2027 by the EU’s May 2026 Digital Omnibus 
agreement -- delayed, not derailed. The 2026 CrowdStrike Global Threat Report documented an 89% year-over-year increase in 
AI-enabled adversary attacks, with 82% of detections now malware-free -- attackers are already using AI agents as exfiltration 
tools targeting the same data channels Section 4 enforcement now prioritizes. The governance infrastructure that addresses Section 
4 today is identical to the architecture that will satisfy the next regulatory wave.

5
The Regulatory Arc Is Cumulative -- and This EO Is One Layer in It
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