
The Challenge

Sensitive data has to be edited, not just stored. Today that usually

means one of two things: the file travels to a cloud editing service

outside your control, or a copy downloads to someone's device

where you can no longer govern it or take it back. Neither option

works for regulated data, and neither works when the person

editing is an outside partner.

The Solution

Kiteworks gives you three editing options in one platform, from

Office-compatible regular editing to full data extraction controls

enforced through unified data policies. Whichever option you

choose, editing happens on the server without data having to

leave Kiteworks.

Three Editing Options Within the Kiteworks Environment

Choose Edit for Office productivity and collaboration, and add seats for Sovereign Edit to enforce extraction controls over Edit based on your policies.

Add seats for Sovereign Edit - Streaming for policy-driven controls on editors you provide, such as CAD.

Sovereign Edit CONTROL LAYER FOR EDIT

Adds data-extraction controls to the Kiteworks Edit sessions.

WHAT’S INCLUDED

Data policy controls — extraction

controls enforced through data

policies

No export, download or print — data

cannot leave the perimeter

No copy-paste — clipboard extraction

blocked

Enforced watermarking — applied

automatically, non-removable

Edit FULL COLLABORATION

Fully collaborative viewing & editing for Office files, entirely inside the Kiteworks

environment, without a Microsoft Office license.

WHAT’S INCLUDED

View & edit all Office file types —

Word, Excel, PowerPoint, PDF

annotation & many more

Track changes & comments

Auto-save, versioning & full audit

logging

View-only mode — multi-user

Real-time multi-user co-editing — live

cursors & changes

Multi-file editing — many documents,

each open in its own tab

One-toggle admin — all users, no

per-seat setup

SOVEREIGN EDIT & CONTROL –

ANY FILE TYPE

Sovereign Edit -
Streaming

Streams sovereign editing in a virtual

desktop to the user’s browser, so any

application you install runs with full

functionality while its data stays secure

inside Kiteworks.

WHAT’S INCLUDED

View & edit any file type with a

desktop editor — CAD, graphic

design, true Microsoft Office &

many more

Data policy controls — extraction

controls enforced through data

policies

Versioning & full audit logging

No export, download or print — data

cannot leave the perimeter

No copy-paste — clipboard

extraction blocked

Enforced watermarking — applied

automatically, non-removable

Controls on top of Edit

www.kiteworks.com

SOLUTION BRIEF

FOR SECURITY & COMPLIANCE LEADERS

Edit and Sovereign Edit

Office productivity without a Microsoft Office license Policy-driven data extraction controls Sovereign edit of any file type

https://www.kiteworks.com/


Editing Limits by Tier

Edit

Data extraction controls are not included in this tier.

Sovereign Edit - Streaming

One user per file at a time, with

automatic lock and release

One folder checkout per user at a

time

Use Cases: An Editor for Each Risk Level and File Type

A Shared Plan with an Outside Partner

Both sides keep and distribute the result. Kiteworks Edit

lets the partner edit in the browser without holding a

Microsoft Office license.

Confidential Deal Spreadsheets in an M&A Process

Bankers and advisors work on your financial model in

Kiteworks Edit, which logs every session. Sovereign Edit

blocks download, export, copy, and print, and enforces a

watermark.

Regulated CUI Inside a CAD Model

A supply chain partner navigates and edits in real CAD

software. Kiteworks Sovereign Edit - Streaming gives

them no way to download or copy the data.

Outside Counsel Redlining a Contract

The firm requires genuine Microsoft Word. Sovereign Edit

- Streaming runs it in your environment and streams only

the screen image, so counsel redlines without possessing

the file.

Kiteworks’ mission is to empower organizations to effectively manage risk in every send, share, receive, and use of private data. The

Kiteworks platform provides customers with a secure data exchange that delivers data governance, compliance, and protection in a

unified control plane. Kiteworks unifies, tracks, controls, and secures sensitive data moving within, into, and out of their organization,

significantly improving risk management and ensuring regulatory compliance on all private data exchanges. Headquartered in Silicon

Valley, Kiteworks protects over 100 million end-users and thousands of global enterprises and government agencies.
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Kiteworks Sovereign Edit SOLUTION BRIEF

Ask your Kiteworks representative for an Edit and Sovereign Edit walkthrough.

www.kiteworks.com
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